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Abstract. Availability is an important non-functional reqgeinent to be
considered in the development of software systdmas provide e-business
services on the Internet. In ATAM, a method for teaffe architecture
evaluation, this requirement is analyzed by medmailability scenarios. This
paper aims to establish an analysis technique fdass of Internet software
systems that enable the identification of elememntsgenerate availability
scenarios. The technique is based on dependabiibcepts, structured by
elements belonging to the NFR framework, with adrehical model approach
to availability.
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1 Introduction

The use of the Internet for e-business service aatiom has been adopted as a
strategy by organizations in several sectors of gbenomy. To attain maximum
performance from this distribution channel, theilabdity of e-business services is
extremely important. The systems must be capablaafimizing the time they are
available, even in the presence of faults, by egiptpfault prevention and recovery
techniques. For banking applications, for instarnlke,acceptable downtime per year
is only 5 minutes, which corresponds to a 99.9998ability. [9].

Availability, a non-functional requirement, may thefined as readiness for correct
service [1]. It is an attribute of dependabilityhish may be defined as the ability to
deliver service that can justifiably be trusted [Blich a capacity is heavily dependent
on system architecture and, especially, on softaachitecture, whose design must
therefore take availability-related aspects intocoait.

One way of analyzing solutions for building computgstem architectures is the
evaluation of the architectural design with qualdjtribute scenarios [3]. One
scenario is comprised of a stimulus representingg\ant or a condition that the
architecture must respond to, and of a response cir@aesponds to the activity
executed after the occurrence of a certain stimuhas availability, [3] presents
characteristics that may be mapped to availalslitgnario elements. The faults may
be considered stimuli for scenarios and the regsmise possible reactions to the
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occurrence of these faults, which are associatéd mieasures such as steady-state
availability and repair time.

One method for architecture evaluation that is tasethe employment of quality
attribute scenarios is the ATAMA(chitectural Tradeoff Architectural Analy$i§7].

Its main objective is to map the consequencesatfitectural decisions to the quality
attributes, or non-functional requirements, of #ystem, thus identifying possible
tradeoffs among different quality attributes. Ire thpplication of the method, the
involvement of stakeholders during the generatibrqumlity attribute scenarios is
crucial. In [5], it is stated that the evaluatiomatity of a software architecture
depends mostly on the "quality” of the stakeholdeking part in the evaluation. This
evaluation is a complex task, as it deals withti@taships between non-functional and
functional requirements, synthesized in architedtdecisions. In the event that there
is no technigue enabling an evaluation to be guited systematic fashion, any
evaluation of the architecture exclusively basedhenexperience of the stakeholders
may be compromised, since important scenarios ¢oimge non-functional
requirements may not be considered.

Trying to minimize the risks involved in dependerestakeholders and to aid in
the generation of scenarios involving the non-fiomal requirement availability in
ATAM method, this paper proposes a technique thablkeis the generation of
availability scenarios for a class of e-businestwame systems. This technique,
entitted WSSAA (Web Software Systems Availabilityn#lysis), helps in the
generation of availability scenarios in a detaded organized manner, thus enabling
the identification and characterization of failuthat will be employed as stimuli for
availability scenarios.

The ATAM method is briefly introduced in section @dathe proposed technique
for the generation of availability scenarios is atésed in section 3. Section 4
provides final considerations and comments on @ifgignt related work.

2 TheATAM Method

Quality attribute scenarios are employed in the ATAnethod in a simplified
manner, when compared to the original definitiorseénarios proposed in [3]. In the
ATAM, scenarios are composed of stimuli, environmantl response. In [7] it is
emphasized the importance of the employment ofityuatitribute scenarios in order
to precisely elicit goals related to the qualityribtites that will be evaluated when the
method is applied. Due to space limitations, wes@ne a brief overview of the
ATAM steps [5]:

1. Present the ATAM method;

2. Present business drivers;

3. Present the architecture;

4. |dentify the architectural approaches;
5

. Generate the quality attribute utility tree - thengration of a utility tree to elicit
scenarios enabling the characterization of systeatity attributes. The utility tree
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is a top-down mechanism employed to translate tienbss drivers of a system
into concrete quality attribute scenarios;

6. Analyze the architectural approaches - based upenhigh-priority scenarios
identified in Step 5, the architectural approachddressing those scenarios are
elicited and analyzed. During this step, architedtuisks, non-risks, sensitivity
points and tradeoffs are identified for each sdenar

7. Brainstorm and prioritize scenarios - a larger gktscenarios is elicited and
prioritized from the entire group of stakeholdénsthis stage, new quality attribute
scenarios may be identified, which may then beripoated into the utility tree;

8. Analyze the architectural approaches - this stépretes step 6, but considers the
scenarios prioritized in step 7 as test casesHeranalysis of the architectural
approaches adopted;

9. Present the results.

The essence of the method is contained in stepsabd67. In step 5, evaluators
work together with the project decision makers t@ysarchitects, managers, client
representatives etc.) in order to identify, priegtand refine the quality attribute
scenarios. The identified scenarios are prioritiaed organized into a utility tree,
which serves as a basis for the definition of rezgraents for quality attributes. In step
6, the architectural approaches identified in ste@re applied to the scenarios
obtained in step 5. In step 7, the scenarios aoeitored.

3 TheProposed Techniquefor the Generation of Scenarios

The WSSAA technique is intended to provide elemehbtsthe generation of
availability scenarios for software architectureattsupport e-business services. The
technigue makes use of the dependability concegftaet! in [1] and [8], structured
and organized according to elements of the NFR dreonk described in [4]. [6]
describes an architectural framework for modelimg availability of the class of e-
business software systems considered in the prbgdsaNFR framework provides a
qualitative process to represent and analyze noctifunal requirements based on the
premise that such requirements are not always atebplsatisfied. In order to
express such a premise, it represents non-funttiegairements asoftgoals which
may be refined, interconnected and analyzed on aphgrcalled SIG (Softgoal
Interdependency GraphEssentially, the refinement reflects the knowledtes
reasoning process and the subsequent design deciiacerning the non-functional
requirements. When refined, a derived softgoal npamgitively or negatively
contribute to - or affect - the degree of satiséacof a softgoal at a higher level in the
refinement chain. Presuming that satisfaction ig¢ mabsolute, but is within
qualitatively interpreted acceptable limits, it dagé said that a softgoal satisficed
i.e. not absolutely satisfied. The analysis ofs§iability of softgoals is carried out
with an evaluation procedure that semi-automaticdditermines the impact of design
decisions on the fulfillment of the non-functiometuirements [4].
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In general terms, there are two aspects of intemiggncy in the NFR framework:
refinements and contributions [4Pecomposition refines a softgoal into other
softgoals of the same kind (for example, accuradyie kinds of decomposition
correspond to the kinds of softgoals defined in fremework: non-functional
requirements, operationalizing and argumentatiom. ddntribution outlines how one
softgoal satisfices a higher softgoal in the refieat chain. Several kinds of
contributions are defined, such as the AND, OR, MAé{c. contributions.

The use of elements from the NFR framework in ttappsed technique enables
the structuring of dependability concepts and attersstics present in the analyzed
software architecture, in such a manner that tipigtion of an evaluation procedure
enables the determination of the impact of thre&aidependability on non-functional
requirements softgoals.

Another conceptual base of the WSSAA technique sesarchy with different
levels for modeling availability of e-business syss, as described in [6]. This
hierarchy has four levels - the user level, thecfiom level, the service level and the
resource level - and it is employed in the proposmthnique in decomposition
methods for availability softgoals.

In this article, the WSSAA technique is initiallgstricted to e-business software
systems with a three-layered architectutde first layer follows the logic of
presentation and is directly related to the intépacbetween components responsible
for interface generation between the system andsiss, involving visualization and
control aspects of Web pages. The second layerasthji related to the processing of
the business rules inherent to the application donand involves the use of load
balancers, Web servers and application serverallfithe integration layer concerns
the communication of data, enabling integratiorhveither systems or databases. The
proposed technique consists of the following eletisien

1. Non-functional requirements softgoals (NFR softgoai$je techniqgue employs
NFR softgoals, as defined in [4for the representation of attributes of
dependability, as defined if8]. The representation of softgoals uses the same
notation employed in the NFR framework, with themric representation of a
cloud, and the syntactical descriptidrype[Topic]. Type represents the non-
functional requirement to be analyzed ahaobic represents some characteristic
concerning the application to whidfypeis applied. Fig. 1 illustrates an example
of NFR softgoals (graphically represented as clpudgth their respective
interconnections. The example will be describedughmut the rest of this paper.

2. A catalogue of topic decomposition methods,sising of:

» Decomposition of the software system by user’'s afjperal profile. This
decomposition employs an approach similar to thttpted in [6], with the
availability of a system being initially analyzed @accordance with the user’s
operational profile. In the example, this decompwosi receives the name
WebSoftwareSystemAuvailabilityViaProfikend it is applied to two operational
profiles: Simple Profileand Special Profile.The decomposition employs an
AND contribution, which means that in order for thaftgoal representing the
availability of a software system to be satisficedl availability softgoals
related to operational profiles must be considegitficed;
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Fig. 1. Graph featuring availability generated by the W3S3échnique.

» Decomposition of the software system in terms o€tions. The softgoals
representing the availability of a certain usersfie may be decomposed, by
topic, into softgoals that represent the availgbiif the functionalities to which
the users associated to the profile have accedggure 1, the decomposition
has the titlaVebSoftwareSystemAvailabilityProfileViaFunction

» Decomposition of system functionalitto componentsAccording to[8], the
structure of the system enables the system itsddetcapable of generating the
behavior observed by a user, with the current stdte¢he system being
determined by the set of its external componendseB on these definitions, a
decomposition by topic of function through theingmonents is proposed. In the
case of the class of e-business software systewgganbin this article, the first
decomposition based on components considers thesiagivinto layers
(presentation, business rules and integration) eaxh one corresponds to a
component to be analyzed in the system. In the plgndecomposition by
topic WebSoftwareSystemAvailabilityFunctionViaLagecurs;

» Decomposition of the component into other companéxdcording to B], a
system corresponds to a set of components bourdhirgin order to interact,
wherein each component may be considered anotlséersy The recursion of
this definition stops when one component may besiciened atomic, in other
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words, when there is no possibility or interestliscern a new internal structure.
In the WSSAA technique, decomposition by topic s¢ablished, considering
the system  structure. In the example, the decoriposi
WebSoftwareSystemAvailabilityComponentViaComponegrists  with a
contribution AND justified by the fact that the execution of thevge of a
component depends on the executiothefsub-components involved,;

3. Prioritized availability perceived by a certain u&eprofile or system functiorin
the context of software systems with distinct operal profiles, business rules
may determine the priority of availability pertaigi to a certain user profile or
functionality. The WSSAA technique adopts the samtation employed for the
prioritization of NFR softgoals on the NFR frameWwoa positive contribution of
the prioritized softgoal, with the character ''campanying the cloud where it is
represented. Figure 1 illustrates an example djritigation of the availability
softgoalthathas as the functionaliffax Paymentss a topic.

. Entities that represent threats to availability (fsy errors and failures).As
defined in [3], the construction of availabilityesw@arios considers faults as stimuli,
classified according to the taxonomy of failureggemted in [1]In order to
generate scenarios that adhere to the definitiondeendability in [8], a
representation of threats to dependability in tH&SAA technique is necessary. As
there is no representation of failures in the NE&nkework, a new element to
represent threats to dependability must be created.the softgoal concept
concerns the goals to be achieved in a systensatigoal cannot be employed to
represent threats to dependability, because treatthrdo not correspond to the
goals to be achieved. Therefore, the creation oéw element is proposed, the
threat to dependability. According to the definitim [8], there are three types of
threats to dependability: fault, error and failufach threat is represented by an
ellipse, with initials identifying each type of #at. The initialsFt, Er and Fl
represent fault, error and failure, respectively.the proposed technique, the
elements that represent threats to dependabilikg, NFR softgoals, present a
descriptionType[Topic] in which Type represents a threat to dependability, as
described in [1] and [8], an@lopic, corresponds to the element associated to the
threat described by theype

. Failures decomposition by typéccording to the classification of failures by
domain described in [1], failures may be classiféeetontent failureswhere the
content of the information delivered at the servicterface deviates from the
correct information;timing failures where the response time concerning the
service is not in accordance with the specificataomdcontent and timing failures
where the failure is associated to time and valaetofs. According to this
classification, the WSSAA technique proposes faildecomposition methods.
One example is illustrated in Figure . These decaitipas essentially emplo®R
contributions, indicating that the occurrence of &ype of failure characterizes a
failure concerning a certain topic. There are savpossibilities for representing

1 Failure can be seen as an event occurs when therdd service deviates from correct

service; error is a part of system state whichiéblé to lead to failure and fault is the
adjudged cause or hypothesized cause of an efror [8
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negative contributions from these failures and sWFR softgoals; for instance,
between timing failure and response time softgaalfetween content failure and
accuracy softgoals, among others. Although the esstation of these
contributions is important for the characterizatiohfailures, they will not be
employed here in the generation of availabilityrsres.

. Contribution between failures and availability gmfals. According to the

definition in [8], attributes of dependability améfected by threats to dependability,
i.e., the occurrence of failures negatively contiéls to the availability. Thus, the
technique proposed adopts the interdependency bptthie concept of failures and
the availability softgoal by means oHUURT contribution (if a derived softgoal is
satisficed, the parent softgoal may be partiallgield) [4]. The employment of a
HURT contribution is based on two premises. The fiostsists of the fact that the
occurrence of a failure in a topic may have negat¥fects on the availability
softgoal of this topic. The second concerns thensitg of the contribution,
because we consider that the occurrence of a daituia topic indicates that the
availability softgoal may possibly be consideredatisfactory. But, in this case, it
will not necessarily be unsatisfactory, since pussi operationalizations
concerning means of fault tolerance may result i availability softgoal
presenting a failure being considered satisfactory.

. Contributions among faults, errors and failurgd] and [8] have established a

fundamental chain of threats to dependability, gatihg a threat mechanism
creation and manifestation. In summary, faultsvatéi errors, which propagate
into failures, hence causing further faults. Thisdamental chain of threats will be
represented in the proposed method through cotitsitsiof theHELP type (if a
derived softgoal is safisficed, the parent softgoaly be partially satisficed) [4],
i.e., characteristics that aid in the linking ofethits. However, this linking may be
avoided by adopting fault tolerance means.

The proposed technique consists of two main stdgebe first stage, a graph is

generated containing NFR softgoals, threats to rtigdality and interdependencies
between these elements. In the second stage, thiécatipn of an evaluation
procedure enables the identification of elementsultmg in the creation of
availability scenarios for architectural evaluation

The first stage begins with an analysis of systeamilahility and consists of the

following steps:

1.
2.

The decompositioliVebSoftwareSystemAvailabilityViaProfileould be applied;

In the event that some operational profile requaegreater level of availability
from the system, priority marking must be employed.

. The decompositionWebSoftwareSystemAvailabilityProfileViaFunctiomust be

applied based on the functions of each operatiomidile.

. In the event that some function requires a higbeell of availability compared to
the other system functions, priority marking mustgmployed,;
. Application of the decomposition by topic

WebSoftwareSystemAvailabilityFunctionVialLayennsidering the presentation,
business rules and integration layers;
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6. Reiterated application of the decomposition by dopi
WebSoftwareSystemAvailabilityComponentViaCompofwerthe identification of
the components to be analyzed,;

7. Analysis of possible failures that may occur in @neilable services for these
components. The failure decomposition methods pg,tdefined according to the
failure domain classification, aid in the ident#ion and characterization of
possible component failures.

8. The characterization of each failure detailing thenections between failures and
availability softgoals.

9. Representation of the negative contributions thay mccur between failures of
components and their respective availability sadtgo

10. Identification of threats to dependability that nag/ the consequence of the
occurrence of failures in other components.

11. As these failures are being identified in systermgonents, and as long as
they affect the availability of a certain componemegative contributions of the
availability softgoal associated with this companmist be plotted on a graph.

The result of the first stage is, therefore, theatom of a graph of
interdependencies among NFR softgoals and threatthd dependability of the
software system.

The second stage of the technique is based on #ieaton procedure described
in the NFR framework [4] applied to the obtainetemependency graph and aims to
qualitatively evaluate the relationship betweetufas, that is, stimuli of availability
scenarios, and the possible responses of the sya$sotiated to the availability
softgoals. In the proposed technique, it is comsdldhat component failures will
serve as stimuli for the generation of availabibigenarios. As component failures
may be monitored, the results of this monitoringigist of system responses in the
occurrence of those stimuli. Accordingly, therghs possibility of finding, for each
possible failure identified, which components, @penal profiles and functions may
have their level of availability compromised. Thisding enables the establishment
of desired levels of availability in the occurrerafehe identified stimuli, resulting in
an availability scenario. On the other hand, thitggsals pertaining to availability
associated to operational profiles, functionalitsésl components are related to these
stimuli. In summary, the second stage correspomdiset application of an evaluation
procedure, aimed at the creation of a cataloguegtithers all the elements employed
in the generation of availability scenarios for ystem under analysis.

The original goal of the evaluation procedure désctiin [4] is to determine the
degree to which non-functional requirements areiexeld by a set of decisions,
represented by operationalizing softgoals. In ortterfulfill such a goal, the
evaluation procedure assigns labels to the softgéal for satisficeable, X for
deniable, C for conflicting and U for undetermineahd applies a label-propagation
algorithm, according to the contributions amongdggudls.

In the WSSAA technique, the evaluation procedurestmamploy labels and a
propagation algorithm to relate threats to depefialto availability softgoals. At
the beginning of the procedure, the failure to halyzed as a stimulus is marked with
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the label v'. The label propagation algorithm, applied in aceomk with the
interdependencies present on the graph, enabledahtfication of which threats are
linked to and which NFR softgoals are affectedhmythreat. Finally, for the analyzed
failure, the availability softgoals marked with tladel X and the threats marked with
the labelviare connected to the failure under analysis. Thisrimation is then
grouped into a catalogue, whose format for the gtans partially illustrated in
Table 1.

Table 1. Table representing failures with softgoals andtesl threats.

Stimuli Availability Softgoals P Linked Threats
Timing Availabilty[Tax Payments, Timing Error [Tax Payments,
Failure[DBMS | Integration Layer] Integration Layer]
| Availability[Tax Payments] | ¥'| Timing Failure [Tax

Payments, Integration Layer]
Availability[Special Profile]

The first column (Stimuli) represents possible stim@The second column
(Availability Softgoals) represents the availalilgoftgoals affected by the stimuli.
These softgoals serve as a basis for the definiticystem responses for availability
scenarios. The third column (P) is directly relatedhe second column, and marks in
this column indicate that the softgoals of the sélcoolumn are marked as priorities
on the graph. This column aids in the prioritizatafravailability scenarios. Finally,
the fourth column represents threats related t@xsing threat in the first column.

Therefore, the result of the second stage of théhadets a table with all the
failures and their connections, constituting a logiae for the generation availability
scenarios. The architect should employ this cataom step 4 of the ATAM for
generating availability scenarios, which must béorjiized and included in the
ATAM utility tree. It is worth emphasizing that thguantification of availability
levels present in the response of the scenariosttengbrioritization of availability
scenarios in comparison with scenarios relatedheraquality attributes are not part
of this technique.

4  Final Considerations

In this paper, the WSSAA technique was proposeégclanique that aims to aid in the
generation of availability scenarios, a known carphsk, in e-business systems for
the architecture evaluation method ATAM. The techaigunot intended to cover all
the possibilities of generation of availability seeios, but rather to provide, in a
detailed and structured manner, the creation aftalague enabling the identification
and characterization of possible failures that idgct the availability of the system,
and enabling the identification of possible conssmes in the presence of these
failures.

To fulfill this goal, the technique makes use of tlependability concepts covered
in [1] and [8], structured with elements presenttli® NFR framework [4] and
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employing the hierarchy proposed in [&]r availability modeling in e-business
systems.

One related work is the QAW (Quality Attribute Wehop) [2], a technique for
the generation of quality attribute scenarios. TP®W is a method that engages
system stakeholders early in the life cycle of wafe development to generate,
prioritize, and refine quality attributes scenarimfore the software architecture is
completed. The scenario generation procedure iQ%é is essentially based on the
stakeholders’ experience with the system. Theretbegeneration of scenarios may
be compromised since important scenarios concemmgfunctional requirements
may not be considered. The WSSAA technique helpsitimize the risk pertaining
to the availability quality attribute by executinig, a systematic fashion, structuring
and characterization procedures involving elememployed in the generation of
availability scenarios for the system under analysi

In a future work, the WSSAA technique will be applito a case study, involving
software architectures that provide e-businessicegvand trying to measure the
efficiency of this technique relatively to other AW evaluation techniques. Another
future work will develop a tool to aid the genewatiof availability scenarios, through
the automation of the steps described in the WS$&dhnique. In future studies,
work is intended on two extensions of the technidqbee of them is to extend the
field of application to software architectures drént from the architecture presented
in this article. The other is the insertion of opiersalizing softgoals to represent
architectural tactics that cover means of depefitalfespecially fault tolerance),
aiming at aiding the analysis of architectural itactbased upon the scenarios
generated in step 5 of the ATAM.
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